HNugopmanmonnasi naMsATKA 11 HECOBEPLLICHHOIETHHUX I10 BOIIPOCaM

KuOepoOe3onacHocT B cet «HTEpHED)

KoMnbloTepHbLIE BUPYCHI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCSI CIIOCOOHOCTh K Pa3MHOKECHHIO
(konupoBaHuio). B fomosHeHWE K 3TOMY, BHPYChl MOTYT HOBPEIWUTH WU
MOJIHOCTBIO YHUUTOXUTH BCE (pailyibl M JIaHHBIE, MOAKOHTPOJIbHBIE MOJIH30BATENIO,
OT UMEHU KOTOPOro Oblila 3amylieHa 3apak€HHas IporpamMma, a Takke MOBPEIUTh
WIN JITaXKe YHUUYTOXKUTH ONEPAallMOHHYIO CUCTEMY cO BceMH (aiimamu B 1enom. B
OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaAMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEPbE3HBIN YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. [locrossHHO ycTaHaBnuBail matuu (UMQpOBBIE  3alIaTKH,
KOTOpbIE  aBTOMATHMYECKM YCTAHABIMBAIOTCA C LEIbI0  JOpabOTKU
OporpaMmbl) M Jpyrue OOHOBJIEHHS CBOEH ONEPAlMOHHOMW CHUCTEMBI.
CkauyuBail UX TOJBKO ¢ oduiuanbHOro caiita paspadorunka OC. Ecnu
CYLIECTBYET PEKUM aBTOMATUYECKOT0 OOHOBJICHMS, BKJIIOUHU €r0;

3. PaboTait Ha cBOeM KOMIIBIOTEPE IO MpaBaMH MOJIb30BATENs, a
HE aJMHUHHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BpPEIOHOCHBIX
IIPOTrPaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnons3yil ~ aHTUBUPYCHBIE  MOPOrPAaMMHBIE  TPOJIYKTHI
U3BECTHBIX IPOU3BOJUTENEH, C aBTOMAaTUUECKUM OOHOBJIEHHEM 0a3;

S. Orpannup  (U3MYECKUH  JOCTYH K  KOMIIBIOTEpY  JJis
MTOCTOPOHHMX JIULL;

6. Hcnonb3yil BHEIIHWE HOCHUTENM WHPOPMALIUM, TaKue Kak
¢bnemka, auck wuim (Qaitn u3 HMHTEepHETa, TOJNBKO W3 MNPOBEPEHHBIX
VCTOYHHKOB;

1. He otTkpbpiBaii KOMMBIOTEpHBIE (ailyibl, TMOJXyYEHHBIE U3
HEHaJIE&KHBIX HMCTOYHUKOB. Jlaxke Te aiiibl, KOTOphIE MpHUCTIad TBOU

3HaKOMBIN. JIyuIie yrouHu y Hero, oTrpasJisijl Jid OH TeOe ux.



Ceru WI-FI

C mnomomrpto WI-Fi MOXHO MOJIydnuTh OCCIUIATHBIN WHTEPHET-IOCTYI B

OOIIECTBEHHBIX MeCTax: Kade, OTeNsIX, TOPTOBBIX IIEHTPAX M adpomopTax. Tak ke
SIBIIIETCS OTJIMYHOM BO3MOXKHOCTBIO BbIxona B MHtepHer. HoO MHOrme skcreprsl
CUHUTAIOT, yTO oOmenocTynmabie WiFi ceTu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€30MaACHOCTH PadOTHI B 001IeTOCTYNMHBIX ceTsax Wi-fi

1. He nmnepenaBaii cBOIO JHYHYIO HH(OpMaIui0  yepe3
obmenocrynubie Wi-Fi cetu. Pabotas B HHMX, XKelaTeldbHO HE BBOJMTH
MapoJiv J0CTyTa, IOTHHBI U KaKHue-TO HOMEPA,

2. Hcnonb3yii u OOHOBISIE AaHTUBUPYCHBIE MPOTPaMMbl U
OpanaMmaysp. TeM caMbIM Thl 00€30MacHIIIb ce0sl OT 3aKaYKK BUpyca Ha TBOE
YCTPOMCTBO;

3. [Mpu wucnonp3oBanuu Wi-Fi orkmoun ¢yHkmuo  «OO0muit
noctyn K ¢aimam u  npuHTepam». JlanHas QyHKIUS 3aKphITa 110
YMOJIYaHUIO, OJIHAKO HEKOTOphIE IMOJIb30BATEIN AKTUBUPYIOT €& s
yI100CTBa UCIOJIb30BaHUs B paboTe mwin y4deoe;

4, He wucnonw3yit myomuunsii WI-FI nis mepemaum  audHbBIX
JAHHBIX, HAIPUMEp, U BBIXOJa B COIMAIBLHBIC CETH WU B JICKTPOHHYIO
TouTY;

S. Ncnonb3yit Tonpko 3amuuieHHoe coeauHenue yepe3 HTTPS, a
ne HTTP, 1.e. mpu Habope Beb-anpeca BBOAM UMEHHO «https://»;

6. B Mob6unbHOM Tenedone otkimoun ¢yHkuuo «lloakimouenue K
Wi-Fi aBromarmueckm». He momyckali aBTOMaTHYECKOTO IOJKIIOYCHUS

ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.



ConmmajibHbIC CeTH

CoumanbHasi CeTh - 3TO CaUT, KOTOPBIN MPEIOCTABIIET BO3MOKHOCTD JIFOISIM
OCYUIIECTBJIATh OOIllEHHEe MEXIy co0oil B MHTepHeTe. Yaie Bcero B HUX JUIS
KOKJIOTO YeJIOBEKa BBIIEISAETCS CBOA JIMYHAs CTpaHUYKa, HAa KOTOPOM OH
yKa3bIBaeT o celbe pa3nuyHylo MHGOpMalMio, HAuWHAs OT UMEHH, (QaMUIUU U
3aKaH4YMBas JUYHBIMU GoTorpadusiMu. MHOTHE MOJIB30BATENN HE MOHUMAIOT, YTO
uHdopMaIus, pa3MEIIeHHas UMH B COIIMAIBHBIX CETSX, MOXKET ObITh HailieHa U
UCIIOJIb30BaHA KEM YroJHO, B TOM UYHCIE HE 00s3aTelibHO ¢ OJarumMu
HaMEPECHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CETAX:

1. Orpanuyb CIUCOK Apy3eid. Y TeOst B APY3bAX HE JOHKHO OBITH
CIIy4alHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammiiail CBOK YacTHYIO >KM3Hb. He yka3piBail mapoiiu,
TenedoHbl, ajapeca, JAaTy TBOEro PpOXICHUS U JAPYIYI0 JIMYHYIO
nHpopMaIio. 3T0YMBIIIIEHHUKA MOTYT MCIOJIb30BaTh Ja)xe UHPOPMAIUIO
O TOM, KaK Thl U TBOM POJIUTEIIN ILUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuinail CBOK pEMyTalMio - JEepKU €€ B YUCTOTE W 3aJaBai
cebe BOmpoc: XOTeNn Obl Thl, YTOOBI APYTHE MOJIH30BATEIN BUJIEITH, YTO ThI
3arpyxxaenib? Ilomymaii, mpexae yeMm 4To-TO OMyOJMKOBaTh, HaNUCaTh U
3arpy3uTh;

4, Ecnu Thl TOBOpHIIB € JIOABMHU, KOTOPBIX HE 3HACllb, HE
UCIIOJIB3y CBOE peajbHOE UM M JPYTyH JUYHYIO WH(pOpMaIuu: ums,
MECTO JKUTEIILCTBA, MECTO Y4eOBbl U TIpOYEE;

5.  M3berait pasmemienus ¢otorpaguit B MHTepHere, rae Tbl
M300paKEH Ha MECTHOCTH, IO KOTOpPOW MOXHO OIPEACIUTh TBOE
MECTOIOJIOKEHHE;

6. [Ipu perucrtparuu B  CONMAIBHONM CETH  HEOOXOAMMO
WCIIOJI30BaTh CJIOKHBIC TAPOJIK, COCTOsIME W3 OykB W mudp u C

KOJIMYECTBOM 3HAKOB HE MEHee §;



7. Jlsis couManbHOW CETH, MOYTHI U APYTUX CAWTOB HEOOXOIUMO
UCIIOJIb30BaTh pas3Hble Mapoiau. Torga ecau  TeOsS  B3JIOMAKOT, TO

3JIOYMBIIULICHHUKHU IT10JIYHAT AOCTYII TOJIBKO K OAHOMY MCCTY, a HC BO BCC

cpasy.

DJICKTPOHHLIE TeHLI'H

DONEeKTPOHHBIE JIE€HBIU — 3TO OYEHBb YAOOHBIM CMOCOO IUIaTeX ek, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, IJIe
UX pa3AeNsIlOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTh onepaiuu 6e3
UJICHTU(PUKAIIMM  TIOJIB30BATENs, a B HE AHOHUMHBIX MACHTU(UKAUU
MI0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Taxxke crnemyer pasnmuyaTh DJEKTPOHHBIE (uaTHbIE MOEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJICKTPOHHbIE He(dUaTHbIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe € JJIEKTPOHHBIMHM ICHbIAMM:

1. [IpuBsxu K cueTy MOOWJIBHBIN TenedoH. ITO camblid yI0OHBIN
1 OBICTPBIN CITOCOO BOCCTAaHOBHUTH JOCTYM K cueTy. [IpuBsi3aHHBIN TenedoH
MTOMOKET, €CJIU 320y Ielllb CBOM IIJIATEeKHBIN IMapojIb WK 3aiJIeITb Ha CalT ¢
HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yii omHopazoBele maponu. Ilocne mepexoma Ha
YCWJICHHYIO aBTOpHU3AIMIO TeOe yke He OyleT yrpoxaTh OMacHOCTbh KPaKu
WJIU TIepexBaTa MIaTEeXHOTO MapoIs;

3. Bri6epu cnoxubiii mapoisb. IlpectynmHukam Oyner HE MPOCTO
yrajath CIOXHBIM mapoiib. HajgexHele mapoim — 3TO Mapoiu, KOTOpHIE
coJiep>KaT He MEHee 8 3HaKOB M BKJIIOUYAIOT B c€0sl CTPOUYHBIE U MPOIUCHBIE
OyKBBI, HU(PHI U HECKOJBKO CHMBOJIOB, TaKME KaK 3HAK Joiiapa, (pyHTa,

BOCKJIMIIATEIbHBIN 3HAK U T.11. Hanmpumep, StROng!;;



4. He BBOOM cBOM nMYHBIE JaHHBIE HA CaWTaxX, KOTOPBIM HE

JOBEPACHIb.

Email Etiquette DJIeKTPOHHAS MOYTA

DNeKTpoHHAs MoYTa — 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTHU 110
NEPECHUIKE U MOJYYEHHUIO 3IEKTPOHHBIX COOOLIEHUM, KOTOPBIE PAaCIPEAEIISIIOTCS B
KOMITbIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAINAT
CJIEYIOIUM 00pa3oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMe nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD IepeaBaTh (ailiibl.

OcHOBHBIE COBETHI M0 0€30MaCHOM padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh npaBWIIbHBIA MOYTOBBIM cepBuc. B MHTepHeTe
€CTb OIPOMHBIA BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ile
JIOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBbIM B PEUTHHIE;

2. He ykaspiBali B JWYHOM TOUTE JIMYHYIO HHGOPMAIIHIO.
Hampumep, nydiie BbIOpaTh «My3bIKAJIbHBIA (paHAaT@» uimm «pok2013»
BMECTO «TeMal3y;

3. Hcnonp3yil ABYX3TalHYH aBTOPU3AIMIO. DTO KOrja MOMHUMO
MapoJisi Hy>KHO BBOJAUTH KO/, IPUChLUIaeMblii o SMS;

4, BriGepu cioxHbI maposb. s Kakaoro mouTOBOTO SITUKA
JIOJIKEH OBITh CBOM HAJE€KHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

S. Ecnu ectp BO3MOXHOCTH HamucaTb CaMOMY CBOW JIMYHBIN
BOIIPOC, UCIIOJIB3YH Ty BO3MOXKHOCTB;

6. Hcnonb3yli HECKOJBKO TMIOYTOBBIX SIIMKOB. llepBwil s
YaCTHOW TMEPENUCKU C aJpecaTaMy, KOTOPbIM Tbl JIOBEpSEIIb. ITO
AIIEKTPOHHBIN aipec HE HaJ0 UCHOJIb30BaTh MPHU PErucTpauru Ha hopymax
U cauTax,

1. He oTkpmiBail Qaiinpl U Apyrue BIOKEHUS B MUCHMax JaxKe
€CJIM OHU IPUIUIA OT TBOUX Jpy3el. Jlydmie yrouHu y HUX, OTHIPaBIISAIN JIA
OHHM TeOe ITH (ailiIbl;

8. [locne okoHuaHus pabOTbl Ha TMOYTOBOM CEpBHUCE TNEpen

3aKPBITUEM BKJIAJKU C CAUTOM HE 3a0yabh HaXaTh Ha « BeIATIY.



KuoepOyJJIMHT WJIH BHPTYAJILHOE

N3/1eBaTEeJIbLCTBO
KubepOynmnuHr —  mpecieoBaHUE  COOOIICHUSMH,  COJEPIKAIIAMHU
OCKOpOJIeHMS, arpeccuro, 3aIyTUBAHHUC; XYJIHTaHCTBO; colMaabHOe

OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.
OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYJITMHIOM:

1.  He Opocaiics B 60i. JIyumnii cmoco0: mocoBEeTOBAaThCA KakK ce0s
BECTH U, €CIM HET TOro, K KOMY MOXKHO OOpaTHTBCS, TO BHadaje
ycnokouThcsi. Ecam Tl  HauyHelIb OTBEYaTh OCKOPOJICHMSIMH — Ha
OCKOpOJICHMS], TO TOJIBKO €111e OOJIBIIE Pa30kKIKEITh KOHDIUKT;

2. VYrpaBinsii cBoelt kubeppernyTaiuei;

3. AHOHUMHOCTL B cetd MHHMas. CylecTBYyIOT CHOCOObI
BBISICHUTB, KTO CTOWUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii o0pa3 BUPTYaJbHOW JKU3HH.
WNuTepHer Qukcupyer Bce TBOM JIEHCTBUS W COXPAHSET UX. YIAIUTh UX
OyZeT KpaiiHe 3aTpyTHUTEIHHO;

5. Benu cebs BeXINBO;

6. HUrnopupyi €AMHUYHBIN HETaTUB. OnHopa3zoBbie
OCKOpOUTENbHBIC COOOIICHUs Jyd4Illle WUTHOpUpoBaTh. OOBIUHO arpeccus
MpeKpaIaeTcsi Ha Ha4YaJabHOW CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMU
COOOIICHUSAMHU, B COIIMAIBHBIX CETSIX €CTh BO3MOYKHOCTH OJOKHPOBKH
OTIIPABKHU COOOIICHHI C ONPEICTICHHBIX apeCoB;

8. Ecim  Te1  cBumerens kubepOymnuura. TBow — melcTBuUSA:
BBICTYNIUTHh TPOTUB IMPECiIeNOBaTeNs, MOKa3aTh €My, 4YTO €ro JCUCTBUS
OIICHMBAIOTCS  HETATMBHO, TMOMJIEPXKaTh JKEPTBY, KOTOpOH  HYXXHA
MICUXOJIOTUYECKasi TOMOIIlb, COOOIIUTh B3POCIbIM O (haKTe arpecCUBHOIO

ITIOBCICHUA B CCTH.



MoouaLHbIN TeJaedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIIETHI COJIEPXKaT B ceO€ BIOJHE B3POCIBIN
GyHKUIHMOHAT, W Temepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamu. OHaKO, CPEACTB 3aLUTHI AJIsl TOAOOHBIX YCTPOMCTB MOKA OUYEHb
Mano. TecrnpoBaHMEe M TIOMCK YSA3BUMOCTEM B HHMX IPOMCXOJUT HE Tak
MHTEHCUBHO, Kak jiis [1K, To sxe camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHAJA BIEYET 3a COoOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHbIE COBETHI 11 0€30MaCHOCTH MOOMJIBLHOIO TesledoHa:

1. bynb octopoxeH, Beap koraa Ttede mpeasiararoT OecIUIaTHBIN

KOHTEHT, B HEM MOTYT OBbITh CKPBHITHI KAKHUE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexxae yeM otnpaButb SMS, ¢oto win Buaeo. Tol

TOYHO 3HAElllb, I7I€ OHU OyAYyT B KOHEUHOM UTOre?

3. Heobxomumo OOHOBIATH OMEPANMOHHYIO CHCTEMY TBOETO
cMapTQoHa;
4.  Hcnonws3yil aHTUBUPYCHBIE MPOTpPaMMBbI IS MOOWMIIBHBIX

TenedOoHOB;

5. He 3arpyxail npuioxeHuss OT HEM3BECTHOIO MCTOYHUKA, BEJb

OHM MOTYT COAEPKaTh BPEJOHOCHOE MPOrpaMMHOE 00€CTICUEHNUE;

6. Ilocne TOro kKak Thl BBIWIEIIb C CauTa, € BBOAWI JIMYHYIO
uH(pOpMaIUIOo, 3211 B HACTPOUKHU Opay3epa U ynainu cookies;

7. ITepnoanyecku IIpOBEPsI Kakue  IUIaTHBIE  YCIYyI'd
aKTUBHPOBAHbI HA TBOEM HOMEPE;

8.  JlaBaii cBoil HOMEp MOOWMIBLHOTO TeJeQOHA TOIBKO JIFOMSM,

KOTOPbLIX Thl 3HACHIb U KOMY JOBCPACIIb,



9. Bluetooth pgomken OBITh BBIKIIFOYEH, KOrJa Thl MM HE

noJsib3yenibes. He 3a0b1Baii MHOT 1A IPOBEPSITH 3TO.

OUINMHT WIH KPAXKa JUYHBIX JAHHBIX

['maBHas uenp ¢ummHr - BuAa WHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYeHUH KOH(PUICHIIMATBHBIX JaHHBIX MOJb30BaTeNIed — JIOTUHOB U MapOJICH.
Ha anrnmiickom s3bike phishing yutaercs kak ¢ummnr (ot fishing — psiOHas
JIOBJIs, password — maposin).

OcHoBHBbIE COBETHI 110 00PHOE C PUILIMHIOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciu ThI O03peBaciiib, YTO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIHTH
aMUHUCTPATOpPaM pecypca 00 ’TOM KaK MOXKHO CKOPEE;

2. Ucnonb3yit Ge3omacHbie BeO-CAThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U MTOMCKOBBIX CUCTEM;

3. Wcnionp3yil crnokHble U pa3Hbie mapoiu. Takum oOpaszoMm, eciiu
Te0sl B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOJIY4YaT OCTYM TOJILKO K OJHOMY
TBOEMY NMPODUIIIO B CETH, & HE KO BCEM;

4, Ecnu 1ebs B3nmomanu, TO HEOOXOAUMO MPEayNpeauTh BCEX
CBOUX 3HAKOMBIX, KOTOpbIEC JOOABIEHBI y T€OsI B APY3bAX, O TOM, UTO TeOs
B3JIOMaJu W, BO3MOXKHO, OT TBOEr0 HMMEHHM OYIET pacchUiaThCsi ClaM U

CCBUTKH Ha (DUIIIMHTOBBIE CAUTHI;

S. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN TENE(OH;
6. OTxII09M cCOXpaHEeHHe NapoJis B Opaysepe;
7. He oTkpseiBail Qaiinbl U Apyrue BIOKEHUS B MUChMAaxX AaxKe

€CJIM OHU IPUIUIA OT TBOUX JApy3el. JIydiie yrouHu y HUX, OTIPaBIISAIN JIA

OHHM TeOe T (aiiIbl.



